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Abstract. We present an extension of classical tableau-based model checking procedures to
the case of infinite-state systems, using deductive methods in an incremental construction of the
behavior graph. Logical formulas are used to represent infinite sets of states in an abstraction
of this graph, which is repeatedly refined in the search for a counterexample computation, ruling
out large portions of the graph before they are expanded to the state-level. This can lead to large
savings, even in the case of finite-state systems. Only local conditions need to be checked at each
step, and previously proven properties can be used to further constrain the search. Although the
resulting method is not always automatic, it provides a flexible, general and complete framework
that can integrate a diverse number of other verification tools.
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1. Introduction

We present a model checking procedure for verifying temporal logic properties of
infinite-state systems. It extends the classical tableau-based model checking pro-
cedure for verifying linear-time temporal logic specifications of reactive systems
described by fair transition systems. To verify that a system S satisfies a temporal
specification ¢, the classical procedure checks whether the (S, —¢) behavior graph
admits any counterexample computations. This behavior graph is the product of
the temporal tableau for —¢ and the state transition graph for S, which makes the
procedure essentially applicable to finite-state systems only.

Our procedure starts with the temporal tableau for —¢ and repeatedly refines
and transforms this graph until a counterexample computation is found or it is
demonstrated that such a computation cannot exist. Even for finite-state systems,
this can lead to significant savings, since portions of the behavior graph can be
eliminated long before they are fully expanded to the state level.

For infinite-state systems, the procedure is not guaranteed to terminate, in gen-
eral. However, we show that it is a complete method for proving general state-
quantified temporal properties, relative to the underlying first-order reasoning. In
Section 4, we illustrate the procedure by model checking an accessibility property
for the Bakery algorithm. Expansion to 16 nodes suffices to verify this property
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over this infinite-state system. Even when the procedure does not terminate, partial
results can still be valuable, giving a representation of all potential counterexample
computations, which can be used for further verification or testing.

Like standard model checking, our procedure does not require user-provided auxil-
iary formulas and allows the construction of counterexamples; the process is guided
by the search for such computations. Like deductive methods, it only needs to
check local conditions, and allows the verification of infinite-state systems through
the use of powerful representations to describe sets of states (e.g. first-order formu-
las). We also accommodate the use of previously established invariants and simple
temporal properties.

We present our procedure in the framework of [34], where deductive methods are
used to verify linear-time temporal logic specifications for reactive systems described
by fair transition systems. However, the main ideas can be easily adapted to other
temporal logics and system specification languages as well.

2. Related work

Model Checking: Most approaches to temporal logic model checking [12, 39]
have used explicit state enumeration, or specialized data structures to represent
the transition relation and compute fixpoints over it, as in BDD-based “symbolic”
model checking [10, 35]. While automatic, and particularly successful for hardware
systems, these approaches require that the system, or a suitable abstraction of
it, conform to the particular data structure used. Most often, the system must be
finite-state. Furthermore, even in the finite-state case these techniques can generate
representations whose size is proportional to the reachable state space.

The “on-the-fly model checking” for CTL* presented in [1] constructs only a
portion of the state-space as required by the given formula, but is still restricted
to finite-state systems. Our procedure is similarly need-driven, but expands the
state-space in a top-down manner as well, moving from an abstract representation
to a more detailed one as necessary.

A method for generating an abstract representation of a possibly infinite state-
space is presented in [5], using partitioning operations similar to the ones we de-
scribe below. However, the abstraction in [5] is independent of any particular
temporal property to be verified. Finally, the local model checking algorithm for
real-time systems in [43] can be seen as a specialized variant of our procedure; it too
refines a finite representation of an infinite behavior graph, consecutively splitting
nodes to satisfy constraints that arise from the formula and system being checked.

Deductive Methods: A complete deductive system for temporal verification of
branching-time properties is presented in [22], while [6] presents a proof system for
the modal mu-calculus. Manna and Pnueli [34] present a deductive framework for
the verification of fair transition systems based on wverification rules, which reduce
temporal properties of systems to first-order premises. Verification diagrams [33,
7, 8] provide a graphical representation of the verification conditions needed to
establish a particular temporal formula.
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All of these methods apply to infinite-state systems and enjoy relative complete-
ness, but can require substantial user guidance to succeed. These methods yield a
direct proof of the system-validity of a property, but do not produce counterexample
computations when the property fails.

A different deductive verification method based on transforming a graphical rep-
resentation of transition systems is presented in [19]. In this approach, the system is
transformed gradually until an abstraction is produced that can be model checked,
or corresponds directly to the specification. Thus, it presents a direct proof, whereas
we proceed by showing that counterexample computations cannot exist.

The procedure presented in [3] for automatically establishing temporal safety
properties is based on an assertion graph similar to the falsification diagram we
use, and can also produce counterexamples. Qur approach is a dual one: instead of
checking that all computations satisfy the temporal tableau of the formula ¢ being
proved, we check that no computations satisfy the tableau for —¢. In Section 4.6
we discuss how some of the abstraction and propagation techniques in [3] can be
adapted to this setting.

Abstraction: Property-preserving abstractions for the p-calculus are investigated
in [31] and [15]. An algorithm for producing abstracted state spaces which preserve
various fragments of CTL* is presented in [18]. Like our procedure, this algorithm
constructs a quotient of the state space, splitting equivalence classes (sets of states)
according to the value of different subformulas. The abstraction can be computed
with respect to the particular formula to be model checked, enhancing the degree
of abstraction. Dams et. al. [17, 16] show how this quotient construction can be
combined with abstract interpretation [13] of the program being verified.

Similarly, [23] uses deduction to construct an abstract state graph that can be
model checked. A given set of subformulas determines the sets of states in the
abstraction; these subformulas are atomic assertions in the property being verified,
obtained from the control structure of the program, or provided by the user. The
abstraction can be refined, by adding new subformulas, if it fails to prove or disprove
the property being verified. In contrast, we construct the abstraction dynamically,
refining an abstract behavior graph.

Other Combinations: Other methods for combining theorem proving and model
checking have been proposed. Most of them rely on decomposing the verification
effort into subgoals which can be model checked, where the decomposition is jus-
tified using deductive methods. Hungar [25] and Kurshan and Lamport [28] use
deductive modular decomposition to reduce the correctness of a large system to
that of smaller components that can be model checked. In [40] and [21], abstrac-
tion is used to obtain subgoals that can be model checked; the correctness of the
abstraction is proved deductively. A similar approach is advocated by Ostroff [36]
in the case of real-time systems.

The PVS system [37] includes a decision procedure to model check propositional
p-calculus expressions, which can appear as subgoals in a verification effort. The
STeP system [2] uses deductive verification rules, but can also model check subgoals
over the given system specification whenever possible. Pnueli and Shahar [38]
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use BDD-based tools to perform deductive verification, and show how deductively
obtained invariants can constrain the BDD-based symbolic model checking process.

Finally, [14] presents a combination of model checking and deduction, similar in
spirit to the one we present, for the first-order branching-time logic ACTL. Local
model checking is carried out relative to first-order verification conditions, which
makes the verification of infinite-state systems possible.

3. Preliminaries

Fair Transition Systems: The computational model, following [34], is a fair
transition system (FTS). An FTS S is a triple (V, ©, T), where V is a set of variables,
O is the nitial condition, and T is a finite set of transitions. A finite set of system
variables V' C V determines the possible states of the system. The state-space, ¥,
is the set of all possible valuations of the system variables.

We use a first-order assertion language A to describe © and the transitions in
T. (This language can be augmented with features such as interpreted symbols
and constraints, or specialized to the finite-state case, e.g. using BDDs.) © is an
assertion over the system variables V. A transition 7 is described by a transition
relation p,(Z, '), an assertion over the set of system variables # and a set of primed
variables 7' indicating their values at the next state. 7 includes an idling transition,
Idle, whose transition relation is & = 7.

A run is an infinite sequence of states sg, si,... such that sg satisfies ©, and
for each i > 0, there is some transition 7 € T such that p,(s;,si+1) evaluates to
true. We then say that 7 is taken at s;, and that state s; 1 is a 7-successor of s. A
transition is enabled if it can be taken at a given state. Such states are characterized
by the formula

enabled(r) ¥ 37 p.(7,7) .

As usual, we define the strongest postcondition post(r,¢) and the weakest precon-
dition wpc (T, @) of a formula ¢ relative to a transition 7 as follows:

post(r,¢) = 37,. (p, (%o, %) A $(0))
wpe(r,¢) E VE. (p, (7,7 - ¢(@))

We also use the notation {¢} 7 {¢} def (&) A pr (&, &) = (2).

Fairness: The transitions in 7 can be optionally marked as just or compassionate.
A just (or weakly fair) transition cannot be continually enabled without ever being
taken; a compassionate (or strongly fair) transition cannot be enabled infinitely
often but taken only finitely many times. A computation is a run that satisfies
these fairness requirements.

ExaMPLE: Figure 1 shows a program that implements Lamport’s [29] bakery algo-
rithm for mutual exclusion. Each of the statements in the program corresponds to
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a transition, denoted by its label; thus, T = {Idle, £y..Ls,mg..m4}. All transitions
are just, except for mg and £y, which have no fairness requirements.

This is an infinite-state program, since the value of the integer variables y; and y-
can grow arbitrarily large. The program ensures mutual exclusion: control is never
at locations /3 and m3 at the same time; in Section 4 we will also see that it ensures
accessibility: if control resides at £, (resp. mq), it will always eventually reach /3
(resp. mg3). Note that since the noncritical statement is not fair, we cannot claim
the same if control is initially at £y (resp. mg). Another property of this program
is 1-bounded overtaking: if a process has expressed interest in entering the critical
section, the other process can enter the critical section at most once before the first
process can enter. O

The STeP (Stanford Temporal Prover) verification system translates programs
such as BAKERY into the corresponding fair transition systems [2]. To each process
corresponds a control variable, which ranges over its distinct locations. The asser-
tions ¢; and m; indicate that control resides at locations ¢ and j for each of the two
processes.

local y1,y2 :integer where y; =y =0

[loop forever do

[/y: noncritical

lq: Y1 i=y2+1

lo: await (y2 =0V y1 < y2)
l3: critical

|44 y1:=0

[loop forever do

[my: mnoncritical

mi: Y2 ' = +1

ma: await (y; =0V y2 <yp)
mg: critical

my: Y2 :=0

Figure 1. Program BAKERY for mutual exclusion.

Linear-time Temporal Logic: As specification language we use linear-time tem-
poral logic (LTL) over the assertion language A, where no temporal operator is
allowed to appear within the scope of a quantifier. Such temporal formulas are
called state-quantified [34]. We use the usual future and past temporal operators,
suchas 0,0, O, U, W (future) and their past-time counterparts. A formula with
no temporal operators is called a state-formula or an assertion. A safety property
is one that can be expressed as Op for a past temporal formula p; in the special
case where p is a state-formula, the property is called an invariance. We say that
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a formula ¢ is S-valid, written as S |= ¢, if all the computations of S satisfy ¢.
Mutual exclusion for BAKERY can be expressed as the invariance O(— (€3 Amg)), and
accessibility as O(¢; — </f3) (a response property). For details on LTL and tableau
constructions, we refer the reader to [27, 34], and define only the basic concepts we
need.

The Formula Tableau: Given an LTL formula ¢, we can construct its tableau
®,, a finite graph that describes all of its models [34]. Briefly, each node in the
tableau is labeled with an atom, which is a set of state- and temporal formulas
expected to hold whenever a model resides at this node. Two nodes A; and A, are
connected with a directed edge (Aj, A2) if the formulas in Ay can hold at a state
following one that satisfies the formulas in A;.

An atom is called initial if its formulas can hold at the initial state of a model. ¢
is satisfiable only if there is a strongly connected subgraph (SCS) (a subgraph with
at least one edge in which each node is reachable from every other node) in ®
that is reachable from an initial atom. Furthermore, if a model satisfies, e.g., Op
at some point, it must in fact satisfy p at this or another point later on. A fulfilling
SCS is one where all such eventualities are satisfied.

PROPOSITION 1 ¢ is satisfiable iff there is a fulfilling, reachable SCS in .

The atomic formulas in the tableau are those appearing in ¢; normally, these
are treated as propositional constants. However, we will combine them together
into a single formula f of the assertion language A, which is always rewritten and
simplified as much as possible.

The size of the tableau is exponential in the size of the formula. We can often
reduce the size of the tableau (although it remains exponential in the worst case)
by introducing nondeterminism, where sequences of states may be mapped into
multiple paths in the tableau, resulting in a so-called particle tableau [34].

The classic model checking algorithm for finite-state systems builds the product
between the state transition graph of S and ®-,, and checks whether this behavior
graph contains an SCS that is fulfilling and also satisfies the fairness requirements
associated with S. If such an SCS is reachable from a node that is initial with
respect to both & and ®-,,, a counterexample computation can be produced; oth-
erwise, @ is S-valid.

4. Deductive Model Checking

We now present an alternate approach to the verification of temporal properties of
reactive systems, deductive model checking.

Instead of building the (S, —¢) behavior graph explicitly, we will start with a
general skeleton of the behavior graph and progressively refine it. This graph will
always contain all the possible computations of S that violate ¢, and we will call
it the falsification diagram for S and ¢. (In [42], this graph is called the S-refined
tableau.)



DEDUCTIVE MODEL CHECKING 7

Definition 1.  (falsification diagram) Given an FTS S and a temporal property ¢,
a falsification diagram for S and ¢ is a directed graph G whose nodes are labeled
with pairs (A, f), where A is a temporal tableau atom for —p and f is a state-
formula. Edges of G are labeled with subsets of 7, the set of transitions of S. For
nodes M and N, we write 7 € (M, N) if transition 7 is in the label of the edge from
M to N, or simply say that 7 labels (M, N). A subset of the nodes in G is marked
as initial.

A falsification diagram can be seen as a finite abstraction of the behavior graph.
The state-formula f in a node (A, f) describes a superset of the states reachable
at that node; similarly, the transitions that label an edge {(A1, f1), (42, f2)) are a
superset of those that can be taken from an f;-state to reach an fy-state. We will
see that any path through a falsification diagram corresponds to a path through
the corresponding temporal tableau. That is, for any path (Ag, fo), (A1, f1),-..
through G, the underlying path Ao, Ay, ... will be a path in ®_,.

4.1. The DMC Procedure

Starting with the tableau graph ®-,, we construct an initial falsification diagram
Go as follows:

1. Replace each node label A by (A, fa), where f4 is the conjunction of the state-
formulas in the tableau atom A.

2. For each node N : (4, f) such that A is initial in the tableau ®_,, add a new
node Ny : (4, f A ©), with no incoming edges, whose outgoing edges go to ex-
actly the same nodes as those of N. A self-loop (N, N) becomes an edge (Ny, N)
in the new graph. These new nodes are the initial nodes in the falsification di-
agram.

3. Label each edge in Gy with the entire set of transitions 7.

ExampPLE: Figure 2 presents an example of an initial falsification diagram to prove
accessibility, ¢ : O(f; — Of3), for the BAKERY program of Figure 1. This diagram
is based on the particle tableau for - : &(¢3 AO-¥¢3). Nodes 3 and 4 correspond to
the initial nodes in the =y tableau. Node 1 results from adding the initial condition
to node 4. The initial node derived from node 3 is immediately pruned since £; A ©
is unsatisfiable. The SCS {4} is not fulfilling, but {2} is. O

Subsequent examples will show how this property is verified with a DMC imple-
mentation based on the STeP system [2]. The simplification mechanisms provided
by STeP are used to transform state-formulas into simpler, logically equivalent ones,
using decision procedures for built-in theories such as linear arithmetic, equality,
datatypes and finite domains.

STeP also provides general first-order validity checking procedures [4], as well as a
complete, interactive theorem-proving environment. However, these tools were not
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Figure 2. Initial falsification diagram for BAKERY accessibility.

needed in the examples we give below, since the required validities were all proved
automatically by STeP’s simplifier.

The main data structure maintained by the procedure is a falsification diagram
G; and a list L; of strongly connected subgraphs (SCS’s) of this graph. We present
the deductive model checking (DMC) procedure as a set of transformations on this
pair. Initially, the SCS list contains all the mazimal strongly connected subgraphs
(MSCS’s) of Gp.

Deductive model checking proceeds by repeatedly applying one of transforma-
tions 1-13 described below. The process stops if we find a reachable, fulfilling and
adequate SCS (see Section 4.5), in which case we have a counterexample computa-
tion, or if we obtain an empty SCS list, indicating that ¢ is S-valid.

Basic Transformations:

e 1 (remove edge label). If an edge ((A41, f1), (A2, f2)) is labeled with a tran-
sition 7 and the assertion

fl(f) A f2(-’iﬂ) A pr(fafl)

is unsatisfiable, remove 7 from the edge label.
e 2 (empty edge). If an edge is labeled with the empty set, remove the edge.

e 3 (unsatisfiable node). If f is unsatisfiable for a node (A4, f), or if a node
has no successors, remove the node.

¢ 4 (unreachable node). Remove a node unreachable from an initial node.
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e 5 (unfulfilling SCS). If an SCS is not fulfilling, remove it from the SCS list.
(An SCS is fulfilling if its underlying tableau SCS is fulfilling.)

e 6 (SCS split). If an SCS becomes disconnected (because a node or an edge is
removed from the graph), replace it by its constituent MSCS’s.

These basic transformations should be applied whenever possible. Except for (1)
and (3), which require checking the satisfiability of formulas in the assertion lan-
guage, they can all be easily automated (see Section 7).

Node Splitting: In the following, we will have the opportunity to replace a node
N by new nodes N; and N». Any incoming edge (M, N) is replaced by edges
(M, N1) and (M, N,) with the same label, for M # N. Similarly, any outgoing
edge (N, M) is replaced by edges (Ny, M) and (N», M) with the same label as the
original edge.

If a self-loop (N, N) was present, we add edges (N1, N1), (N2, N2), (N1, N2) and
(N2, N1), all with the same label as (N, N). If an initial node is split, the two new
nodes are also labeled as initial. If the split node was part of an SCS in the SCS
list, this SCS is updated accordingly.

Basic Refinement Transformations:
e 7 (postcondition split). Consider an edge from node Ny : (A1, f1) to Na :

(A2, f2) whose label includes transition 7. If fa A —post(7, f1) is satisfiable (that
is, f2 does not imply post(r, f1)), then replace (A2, f2) by the two nodes

Nay = (Az, f2 A post(T, f1))
N2,2 (A25 f2 A _'p03t(7-: fl)) .

We can immediately apply the remove edge label transformation to the edge
between N; and Ns 2, removing transition 7 from its label.
Nodes N; and N, need not be distinct. If N; = N, then we split the node into

two new nodes as above, but now the self-loop for N, » and the edge from N 1
to N3 o will not contain the transition 7.

e 8 (precondition split). Consider an edge

(N1, N2) = ((A1, f1) , (A2, f2))

labeled with transition 7. If fi A =(enabled(7) A wpc(T, f2)) is satisfiable, then
replace (A1, f1) by the two nodes

Ni1 = (A1, f1 A enabled (1) A wpe(r, f2))

)

Ni2 = (A1, fi A ~(enabled(T) A wpe(T, f2))) -

ExampLE: Figure 3 presents the result of applying a precondition split on edge
(2,2) and transition £y of the initial falsification diagram, replacing node 2 by
nodes 6 and 5. Basic transformations have been applied where applicable, for
instance, removing all transitions except £4 from edge (6,5). The underlying sim-
plifications are performed automatically by STeP. O
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Figure 3. First splitting step for BAKERY accessibility.

The conditions for applying these transformations can be weakened if the required
satisfiability checks are too expensive (see Section 7).

Variants of these transformations, such as n-ary splits according to possible con-
trol locations, are convenient in practice. In general, arbitrary conditions can be
used to split nodes: if ¢1,. .., @, are assertions, one can split a node (A4, f) into the
n + 1 nodes

(AafA¢1)77<A)f/\¢n)7<A7f/\_'(¢1vV¢n)>

For example, ¢1, ..., ¢, can correspond to the set of relevant control locations, and
the n-ary split would be a shortcut for a sequence of (binary) precondition splits.
Our basic refinement transformations are motivated by the general structure of the
system and property being checked, and can be automated as well.

Known invariants can be used to strengthen all (or only some) of the assertions
in the falsification diagram; if Op is a known invariant, for a state-formula p, then
we can replace any node (A, f) by the node (A, f A p). This use of invariants can
also be very valuable in finite-state symbolic model checking [38]. Similarly, simple
temporal properties of S can be used to rule out paths in the diagram. For example,
if we know that O(p — ©q) is S-valid, then we can require that any candidate SCS
featuring a state-formula that implies p also contain a state-formula compatible
with g. (Before model checking begins, —¢ could always be conjoined with all other
known temporal properties of S, but at the risk of greatly increasing the size of the
temporal tableau.)
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4.2. Fairness Transformations

Together, transformations 1-8 are sufficient for the analysis of temporal safety prop-
erties, which do not depend on the fairness constraints of the system. If an adequate
SCS is found (see Section 4.5), a counterexample is produced. If the set of SCS’s
(all of which are actually MSCS’s, in this case) becomes empty, then we know there
is no counterexample computation. However, to account for just and compassionate
transitions we need the following extra transformations:

e 9 (enabled split). Consider a just or compassionate transition 7 containing a
node N : (A4, f) such that f A —enabled(T) is satisfiable.

Then replace N by the two nodes

Ny = (A, f A enabled (1))
No = (A, f A —enabled(T))

Definition 2. A transition 7 is fully enabled at a node (A, f) if f — enabled(7) is
valid; 7 is fully disabled at a node (A, f) if f — (—enabled(7)) is valid. A transition
is taken on an SCS S if it is included in an edge-label in S. An SCS S is just (resp.
compassionate) if every just (resp. compassionate) transition is either taken in S
or not fully enabled at some node (resp. all nodes) in S.

That is, an SCS S is unjust (resp. uncompassionate) if some just (resp. compas-
sionate) transition is never taken in S and fully enabled at all nodes (resp. some
node) in S.

The motivation for these definitions is the following: if an SCS S is unjust or
uncompassionate, then we know that a computation cannot visit each node in S
infinitely often, never leaving S, since a fairness constraint would be violated. Note
that if an SCS is not just, then all of its subgraphs are not just; but an SCS that
is not compassionate may have a compassionate subgraph. This leads us to the
next two transformations, which, like the basic ones, should be applied whenever
possible:

e 10 (unjust SCS). If an SCS is not just, remove it from the SCS list.

e 11 (uncompassionate SCS). If an SCS S is not compassionate, then let
T1,...,Tn be all the compassionate transitions that are not taken in S. Replace
S by all the MSCS’s of the subgraph resulting from removing all the nodes in
S where one of these transitions is fully enabled.

Note that these transformations do not change the underlying graph G, but only
the SCS’s under consideration. However, unjust or unfulfilling SCS’s can be fully
removed from the graph if they have no outgoing edges, since they will never be
part of a counterexample computation.

ExaMmPLE: Figure 4 shows the result of an £4-precondition split on (6, 5) of Figure 3,
which yields nodes 8 and 7. At this point, nodes 5 and 7 are unreachable from the
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initial node and can be removed. The only candidate SCS is thus {8}. An /;-
postcondition split for (8, 8) yields nodes 9 and 10. The only fulfilling SCS is {10},

since {9} is unjust for 4;. O
1(© )loAmoAy1 =0Ay2 =0 1(© D)o AmoAy1 =0Ay2=0
T T
T T
4 : true 4 : true

Idle,mo..mq4 Idle,mo..my

Idle, mo..My, él

8:(1\/@2 D ! »

Idle, mo..mw U Idle,mo..m4 q

Enabled {2

Figure 4. Second and third splitting steps for BAKERY accessibility.

ExAMPLE: Figure 5 shows the final three splits for the BAKERY verification. An
enabled split for node 10 and transition £5 produces nodes 11 and 12. The SCS
{11} is unjust for £>. Node 12 is now strengthened with the invariant (y» # 0) —
(m2 V m3 V m4). (Such invariants are generated automatically by STeP based on
the program text.) An mg-precondition split on (12,12) produces nodes 13 and 14.
SCS {13} is unjust for ms. Finally, an my-precondition split on (14,13} results
in 15 and 16. SCS {16} is unjust for my4, while {15} is unjust for ms. Since no
candidate SCS’s remain, we have established that ¢ is S-valid. O

4.8.  Termination Transformation

Transformations 1-11 are sufficient for the analysis of transition systems that have
finite abstractions relative to the property to be proved. For example, the BAK-
ERY program has a finite abstraction relative to accessibility and mutual exclusion.
However, consider the property

@ : <>|:|—|((£0 \Y El) N (mo \Y ml)) — O(max(yl,yz) > N)
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9:4;

L 12 A(yr < ya Vys =0) |

Idle, mg..m4j: q \ :)

' Enabled £, | 112 A (41 <92 Vy2 =0)

15: L2 AmaA=(y1 <y2Vy2=0) |
\/mZ\ Prec. my
Idle 13 h !
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S 11 Idle, mo..ma \/Idle

\ /\Idle

Figure 5. Last splitting steps for BAKERY accessibility.

where N is an arbitrary integer. This property states that max(y;,y2) will grow
beyond N, provided the two processes are never at locations £y or ¢; (resp. mq or
mq) at the same time. BAKERY has no finite-state abstraction that can prove ¢ for
an arbitrary N.

To verify such properties, we introduce a transformation that allows the user to
assign a well-founded order to an SCS of the graph to prove, deductively, that
infinite computations cannot forever reside in this SCS and visit all nodes.

Definition 3. (terminating SCS) An SCS S is terminating if there is no run that
visits every node of S infinitely often.

We say that a binary relation > is well-founded over some domain D if there are
no infinite descending chains, that is, no infinite sequences of elements ey, . .., ey, . ..
inDsuchthate; =ex>... e, >.... Wewritex >y iff x >y orz =y.

Definition 4.  (terminating edge) An edge e; in an SCS S is terminating if there
exist a well-founded domain D and a ranking function d(n,s), mapping pairs of
nodes and states into D, such that
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1. for every edge e = (N1, Na2) = ((41, f1), (A2, f2)) in S and every 7 € €
fl(f) A pT(f,f’) A fz(.’l_,"’) — (S(Nl,i") >~ 6(N2,.’1_fl)

and

2. for every 7 € ey, with et = <N1,N2) = <(A1, fl), (Ag, fz))

F@) A pr @ &) A fo@) = 6(N1, &) > 6(No, &) .

Clearly, no computation that resides in the SCS from some point onwards can
traverse e; infinitely many times. This leads to the following transformation (which
was not included in [42]):

e 12 (terminating SCS). If e is a terminating edge in an SCS S, then replace
S by all the MSCS’s of the subgraph obtained by removing e from S.

Again, this transformation does not change the underlying graph, but only the
SCS’s that may participate in a counterexample. However, as with unjust and
unfulfilling SCS’s, a terminating SCS may be removed from the graph if it has no
outgoing edges.

The ranking functions can be part of an extended assertion language that is not
necessarily the state-assertion language A, e.g. it could include the p-calculus [44].
D can be the set of ordinals or a lexicographic combination of well-founded orders,
for example.

4.4.  Unfolding SCS’s

Unfortunately, the terminating SCS transformation is not applicable to every
terminating SCS, as illustrated by the following example.

ExampPLE: Consider the transition system XYz shown in Figure 6. Starting with
z >0,y >0 and z equal to 0 or 1, this system repeatedly decreases x or y by 1,
until z = 0 if z = 0, or until y = 0 if z = 1. At this point, the system moves
to loc = 2. We want to prove ¢loc = 2 for this system. Figure 7 shows the
initial falsification diagram and the result of performing a split on the disjunction
(t =1vt =2Vt = 3), followed by the basic transformations. Clearly, the
SCS S = {4,5,6} is terminating. However, we cannot apply the terminating edge
transformation, since (ignoring fairness) the loops (4,6), and (5,6) can each be
taken infinitely many times, depending on the value of z. O

To obtain completeness, we add one more transformation. The purpose of this
transformation is to reduce a terminating SCS S with n nodes, in which no single
edge can be proved to decrease the ranking function for every run, to a ring of n
SCS’s, Si,...,S,. Each S; is a copy of S, with node ¢ removed. If S is terminating,
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V = {z,y,2,tloc}
© =2>0Ay>0A(z=0Vz=1)Aloc=0At=0
T = {m,72,73, Tidie } Where
pry =loc=0Alod =1N2' =2 1At =
pro =loc=0Aloc' =1Ay' =y—1At' =2
Prs =loc=1At' =3 A
((z=0Az=0)V(z=1Ay=0)Aloc =2) VvV
~((z=0Az=0)V(z=1Ay=0)) Aloc' =0)
J = {rs}
C = {Tl,TQ}

Figure 6. Fair transition system Xvz.

1:0 > 1:6
T Idle /)Idle
2: =loc=2 3:t=0

T iIdleC 4:t=1 5:t=2 ;)Idlef
3 T1 T2 3
1 T3 T3 l
! 6:t=3 }
| Idle |

Figure 7. First two falsification diagrams for XYz example.

then the edges constituting the ring can be taken only finitely many times. Thus,
the terminating SCS transformation is applicable. When applied, it disconnects

the ring and leaves n new SCS’s on the SCS list, all of which are strictly smaller
than S.

¢ 13 (unfold SCS). Consider an SCS S : {Ni,...,N,}. Remove S from the
diagram and replace it with Si,..., Sy, constructed as follows, where N;(S;)
refers to the node that is a copy of N; € S and is part of S;:

1. S, is identical to S except that every edge e : (Ng, N1) € S is replaced by
an edge e* : (Ni(S1),N1(S2)). For all edges e : (N, Ni) where N, ¢ S
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and Ny € S, there exists an edge e* : (N, Ni(S1)), and for all edges
e : (Ng, N,), where Ny € S and N, ¢ S, there exists an edge (Ny(S1), Ny)-

2. S;,1 <i < nisidentical to S except that node N; is removed along with
every edge entering and leaving N;, and for every edge e : (Ng, N;),1 < k <
n,k # i, there is an edge e* : (Ng(S;), N;(Sig1)), where i®1 =i+1ifi <n
and 1 otherwise. All edges e : (N, Ni),N, & S, Ny, € S are removed. For
all edges e : (N, N;), Ny € S, N, ¢ S, there exists an edge (Ny(S;), Ny).

The above transformation also replaces S on the SCS list with the single SCS
containing Sy, ..., Sy.

ExampLE: Figure 8 illustrates the application of the unfold SCS transformation
to the terminating SCS {4,5,6} of Figure 7. The result is a ring of three com-
ponents: in the first component, node 6 was removed from the SCS and nodes 7
and 8 correspond to nodes 4 and 5 in Figure 7. In the second and third com-
ponents, nodes 4 and 5 are removed, respectively. We can then apply the ter-
minating SCS transformation to this ring, with edge (9,11) as the terminating
edge, as justified by the ranking function shown in Figure 8. It is easy to show
that O((if z = 0 then z else y) > 0) is an invariant of system XYZ, so this ranking
function is well-founded.

After thus breaking the ring, eliminating the remaining SCS’s, namely {8}, {9, 10}

and {11,12}, is straightforward using the fairness transformations. O
1:0
Idle /) Idle
— 1 3:t=0
1 T2

---=> if z=0then z else y +1

---> if z=0thenzelse y+1

---=> if z =0 then z else y

Figure 8. Result of the unfold SCS rule and ranking function for terminating SCS rule.
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The unfold SCS and terminating SCS transformations can be combined, yield-
ing transformations that use additional verification conditions and auxiliary asser-
tions, and do not generate intermediate nodes that are to be discarded later. Such a
transformation is presented in [20]. However, the two transformations given here are
sufficient for completeness and facilitate the completeness proof itself (Section 6).

4.5.  Obtaining Counterexamples

The process of transforming the falsification diagram can continue until there are
no SCS’s under consideration, in which case the original property ¢ is guaranteed
to hold for the system S.

In the case that S does not satisfy ¢, finding a counterexample computation
requires some additional work. The above transformations remove from considera-
tion SCS’s that are known to be unreachable because they are disconnected from
an initial node. However, no provisions ensure that a node is indeed reachable in an
actual computation, or that a (infinite) computation can in fact reside indefinitely
within an SCS. To identify portions of the behavior graph that are guaranteed to
be reachable, we do some additional bookkeeping:

e (executable transition). Given an edge ((41, f1), (As, f2)) labeled with tran-
sition 7, mark 7 as executable if the following formula is valid:

fl(f) — 37, (p'r(fa:zﬂ) A f2(ﬁl))

That is, 7 is labeled as executable if it can always be taken at states satisfy-
ing f1 to reach a state that satisfies fy. For example, the idling transition can
be marked as executable on all self-loops. (A stronger condition, the validity of
(f1 = enabled(7)) A ({f1} 7{f2}), can be used if existential quantifiers are to be
avoided.)

Definition 5. (fully just and compassionate) A transition is fully taken at an SCS
if it is marked as executable for an edge in the SCS. An SCS S is fully just (resp.
fully compassionate) if every just (resp. compassionate) transition is either fully
taken in S or fully disabled at some node (resp. all nodes) in S.

If S is a fully just and compassionate SCS, a computation that resides indefinitely
within S cannot violate any fairness requirements. If we can guarantee that such a
computation exists, we have a counterexample:

Definition 6. (adequate SCS) An SCS S is adequate if after removing all edges
not marked with executable transitions we obtain a subgraph S’ where:

1. S'is still strongly connected;

2. S’ is fully just and fully compassionate;
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3. there is a path of executable transitions from a satisfiable initial node to a node
in S';

4. the state-formulas in S’ and the path that leads to S’ are satisfiable.

An adequate SCS guarantees the existence of a computation of S that satisfies —p
(see Section 5).

4.6.  Propagation and Strengthening

It is possible to obtain a reachable SCS that includes a counterexample computa-
tion, such that not all of its edges can be labeled with an executable transition. In
this case, we are in danger of refining the SCS ad infinitum (e.g. with forwards
propagation from an initial state), finding ever longer fragments of the counterex-
ample computation. In such cases, the methodology presented by Bjgrner, Browne
and Manna [3] to automatically establish invariants can be used as a heuristic to
strengthen a candidate SCS into an adequate one.

We say that S’ strengthens an SCS S if S’ can be obtained by replacing each node
(A, f) in S by a node (A4, f') such that f' implies f. By computing the greatest
fixpoint of an appropriate monotonic operator defined on S based on weakest pre-
conditions, we can find formulas ¢,, for each node n such that (1) ¢, implies f, for
each node (A4, f,), and (2) each transition 7 in N can be marked as executable if
we replace each f, by ¢,. That is, the strengthened SCS S’ is adequate, provided
it is just and compassionate and one of its nodes is known to be reachable.

Note that justice and compassion for an SCS are preserved by strengthening,
but reachability is not. To check if a strengthened node is reachable, backward
propagation through the graph to reach an initial state can be carried out, using
the weakest precondition operator.

To make fixpoint computations more feasible and efficient, different abstraction
domains can be used, such as linear equations or convex polyhedra, based on ab-
stract interpretation techniques [13]. While the above use of strengthening is meant
to obtain a counterexample as a final step in model checking, abstract backward and
forward propagation through the graph can always be used to soundly strengthen
the formulas in the falsification diagram, whenever such propagation converges.
Forward propagation can be used to strengthen the formulas while preserving the
computations of &, while backward propagation preserves those that satisfy —.
Unlike the counterexample computation above, such strengthening can be done in
a purely automatic and incremental fashion, interleaved with our transformations
on the falsification diagram. See [3] for more details.

On the other hand, we may choose to approximate nodes by weakening them.
Here, we replace an assertion f in a node by an assertion f’ such that f — f is valid.
If the procedure terminates after finding no adequate SCS in the weakened graph,
we are sure that the original property was S-valid. However, a counterexample
found in the weakened graph may not be an actual computation of the original
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system or a model of —¢. (We may also choose to weaken a node if the particular
representation of f becomes too expensive to maintain.)

5. Soundness

We now outline the proof of soundness for our deductive model checking procedure.
It is easy to see that our requirements for a counterexample are sound: at any point,
any fulfilling path through the falsification diagram is also a fulfilling path through
the temporal tableau, and thus a model of —p. That it is a computation of S
follows from the justice and compassion requirements on adequate SCS’s, and by
the executable transition labels, which ensure consecution.

Thus, we now show that if the procedure discards all SCS’s, then the original
property ¢ is S-valid:

Definition 7. (computation follows G) A computation sg, s1,... of S follows a
falsification diagram G iff there is a path Ny, Ny,... in G such that

1. Np is an initial node in G,
2. for each node N; = (A, f;), s; satisfies f;, for all 4 > 0, and

3. (consecution) each edge (N;, N;y1) is labeled by a transition 7 such that s;11
is a 7-successor of s;.

THEOREM 1 Let Gy be the initial falsification diagram. Then any computation of
S that satisfies —p follows Gg.

Proof: Any sequence that satisfies ~¢ corresponds to a path in the underlying
temporal tableau. If it is a computation of S, then it must satisfy the initial
condition; all other states are constrained only by the state-formulas in the tableau
atom. Since it is a computation, the consecution requirement holds, since all edges
in Go are labeled by all transitions in S. |

THEOREM 2 Let G' be the result of applying any of the DMC transformations to a

falsification diagram G, and let ¢ be a computation of S. Then c follows G if and
only if ¢ follows G'.

Proof: Of the basic transformations, only remove edge label, empty edge,
unsatisfiable node and unreachable node change the underlying graph. But the
conditions for removing an edge label, an edge, or a node ensure that the removed
component could not have participated in any computation of S that followed G.
The remaining transformations are the three splitting rules. For these, any com-
putation in G that reaches the split node can be converted to a computation in G’
by choosing which of the two new nodes it satisfies. Conversely, any computation
in G' can be converted to a computation in G by replacing any use of the two new
nodes by the original one in G. ]
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Note that for the soundness of the procedure we only need the “only if” direction
of Theorem 2. Approximation transformations can add new computations and still
be useful for proving the S-validity of ¢, at the risk of reporting false counterex-
amples.

COROLLARY 1 At any point of the procedure, any computation of S that satisfies
- follows the current falsification diagram G;.

Definition 8.  (fully adequate) An SCS in a falsification diagram G is fully adequate
iff there is a computation of S that follows G that eventually remains within the
nodes of the SCS.

Note that testing whether an SCS is fully adequate may be a non-trivial endeavor;
our definition of an adequate SCS in Section 4.5 gives sufficient, but not necessary,
criteria that can be established incrementally.

THEOREM 3 There is a computation that follows G if and only if G has a fully
adequate SCS.

Proof: The “if” direction is part of the definition of fully adequate. For the
“only if”, consider a computation that follows G, and consider the nodes that occur
infinitely often in G. These must form an SCS. ]

THEOREM 4 Any fully adequate SCS in the initial graph must be a subgraph of an
SCS in the initial SCS list.

Proof: A computation that follows the initial graph must be a model of —p. If an
SCS is fully adequate, then it must be an SCS in the underlying temporal tableau,
and therefore a subset of one of its MSCS’s. [ ]

THEOREM 5 Let G, L be the graph and SCS list before a transformation is applied,
and G', L' be those afterwards. Then any fully adequate SCS in G that is subgraph
of an element of L corresponds to a fully adequate SCS in G' that is a subgraph of
an element of L'.

Proof: If 7 does not label an edge, then we can be sure that it is not taken when
that edge is traversed, which justifies our definition of when a transition is not taken
in an SCS.

Any adequate SCS must be fulfilling, just and compassionate. If an SCS is not
fulfilling or just, none of its subgraphs is, so this justifies the unfulfilling SCS
and unjust SCS rules. For the uncompassionate SCS rule, the removed nodes
could not have been used infinitely often in a computation of S, since the untaken
transition is known to be always enabled at that point. Similarly, for the termi-
nating SCS rule, the removed edge could not have been traversed infinitely often
in a computation of S.

The SCS split rule preserves the property since any SCS which is a subgraph
of the split SCS must be a subgraph of one of its MSCS’s. The other basic rules
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and the node-splitting rules preserve the computations that follow the graph and
do not split an SCS.

The unfold SCS transformation is sound since it preserves the set of computa-
tions that follows the graph; that is, if a computation follows the original graph,
then it also follows the graph after the SCS has been unfolded. This is clear from
the construction of the unfolded SCS. [ |

We can now conclude the following;:

COROLLARY 2 If the list of SCS’s becomes empty, then no computation of S sat-
isfies .

6. Completeness

With the addition of the terminating SCS and unfold SCS transformations, the
DMC procedure is complete, as expressed by the following theorem:

THEOREM 6 If S satisfies , then a falsification diagram whose SCS list is empty
can be obtained from the initial falsification diagram by o finite number of trans-
formations (possibly using strengthening with invariants and augmentation of the
program,).

This completeness result is, as usual, relative to the underlying assertional reason-
ing. The proof is adapted from the completeness proof for generalized verification
diagrams [7], and incorporates ideas from [32].

Definition 9.  (Deterministic diagram) A falsification diagram G is deterministic
if any sequence of states follows at most one path in G.

Before we prove the main theorem we present some supporting lemmas.

LEMMA 1 Let S be an FTS and G a falsification diagram. Then there exists a
mapping acc from nodes to assertions such that s = acc(N) iff there exists a com-
putation segment o : sg,...,S = s of S and a path segment w : No,...,Np = N
in G such that so = O, Ng is an initial node, and o follows w. That is, acc(N)
characterizes the states that are accessible at node N.

Justification. Such an assertion can always be constructed in an assertion lan-
guage that is sufficiently expressive to encode finite sequences [34].

THEOREM 7 (from [30]) Let > be a well-founded ordering over a set W. Then there
exists a function § into the ordinals, § : W — O, such that:

(W1) w = w' implies §(w) > §(w'").

(W2) If w = w" implies w' = w'" for every w'" € W, then §(w) < §(w'").
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LEMMA 2 Let S be an FTS and S a reachable SCS in a deterministic falsification
diagram, such that there is no run of S that follows a path that traverses edge e,
in S infinitely often. Then there exists a well-founded domain D and a ranking
function §(n, s), mapping pairs of nodes and states into D, such that:

1. for every edge e = (N1, N2) = {(A1, f1), (A2, f2)) and every T € e,

f1(@1) A f2(Z2) A pr(Z1, Z2) = (N1, 1) = 6(N2, Z2) 5

2. for edge e, = (N1, N2) = ((A1, f1), (A2, f2)) and for all T € e,

fi(@1) A fo(Z2) A pr(Z1,32) = 6(N1, Z1) = 6(N2, 72) -

Proof: Let > be the order on S x X(&) given by (N,,Z,) > (Np, Zp) iff there is a

computation segment Z,, ..., T that follows a path N,,..., N, that traverses e;.
>~ is a partial order. It is clearly reflexive and transitive. To show that it

is also antisymmetric, suppose that (N, Z,) = (Np, &p), (N, Zp) = (Ng,T,) and

(N, o) # (Np,Zp). By Lemma 1 there exists a computation segment sy, ..., T,
that follows ng, ..., N,. But then there exists an infinite run that follows a path

n07"'7(Na7"'7Nb7"-7Na—1)w

that traverses e; infinitely often, a contradiction.

> is well-founded. Suppose that (N,,Z,) = (Np, &) > ... Then, as before, we
can construct a run of S (that goes through %,, %, ...) which follows a path that
traverses e; infinitely often.

By Theorem 7, there exists a function ¢ : S — O that satisfies W1 and W2. We
have to show that § satisfies conditions 1 and 2.

(1) Suppose (N1,N5) € S and p,(F1,%2) A f1(Z%1) A f2(Z2). For any (N, Z.),
if (N3, #2) > (N¢, %) then also (N1,%1) > (N, Z.), since if the path Na,..., N,
traverses e; then the path Ny,..., N, also traverses e;. Thus, by W2, §(Ny, %) >
8(Na, Za).

(2) Suppose e = <N1,N2> and fl(fl)/\fg (fg)/\pT(.'i"th) holds. Then (N1,f1) -
(NQ,fQ), and thus by W].,

Fi(@1) A fo(Z2) A pr (81, %2) = 6(Ni, 1) = 6(Na, 22) - u

LEMMA 3 FEwvery terminating SCS S on the list can be reduced to a set of SCS’s on
the list that are all strictly smaller than S.

Justification. Suppose SCS S is terminating, i.e. there is no run that visits all
nodes of S infinitely often. We consider two cases: (1) If S has a terminating edge,
by Lemma 2 there exists a well-founded domain D and a ranking function é(n, s)
that justify the application of the terminating SCS transformation, resulting in
the replacement of S by strict subgraphs of S on the list. (2) If S has no terminating
edge, the application of unfold SCS to S results in an SCS S’ that consists of a
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unidirectional ring of SCS’s, each of which is a copy of S minus one node, such
that the size of each constituent SCS S; is at least one less than the size of the
original SCS. By construction, a path that follows the entire ring must visit every
node in the original SCS S. Therefore, none of the edges connecting the S;’s can
be taken infinitely often, and hence they can be removed by the terminating edge
transformation, and S can be replaced by the strictly smaller SCS’s S;.

Finally, we can now outline the proof of the completeness claim:

Proof of Theorem 6: For an FTS S and property ¢, assume S |= ¢. From an
initial falsification diagram Gy construct a falsification diagram as follows:

1. Apply enabled splits (followed by basic transformations) to each node of the
diagram to obtain a diagram such that every node of the initial diagram is split
into 2!71 nodes, one node for each subset of transitions 7 C 7 and labeled by

/\ enabled(T) A /\ —enabled(7) .
TET TET-T

2. Apply postcondition splits to obtain a diagram in which each edge is labeled by
exactly one transition. This assumes that for two transitions 71,72, post(m1) A
post(T) is unsatisfiable. This may be obtained by augmenting the original tran-
sition system with a new variable a and adding to each transition the conjunct
a' = i, where i, is unique for every transition 7. (Clearly, this augmentation
will not affect the validity of the property to be proved). Note that the resulting
diagram has the property that each node can be reached by only one transition.

3. Strengthen every node of the diagram with acc(N).
4. Remove all SCS’s that are not fulfilling from the list.

5. Repeat application of unfold to terminating SCS’s (followed by application of
terminating edge) and removal of unfair SCS’s (possibly decomposing the re-
maining part of an uncompassionate or terminating SCS into new MSCS’s) until
no SCS’s can be removed.

Claim. The SCS list for the resulting falsification diagram is empty.

Justification. Suppose not, i.e., there exists an SCS S that is fair and not ter-
minating. From nontermination we can conclude that there exists a run of S that
follows a path 7 that visits every node in S infinitely often. Since S |= ¢, this
run cannot be fair. Suppose it is not fair with respect to some just transition 7,
that is, 7 is always enabled beyond a certain point but never taken. This means
that 7 cannot label any edge in S, since the run visits every node in S, and by the
property that each node is reached by only one transition, every transition must
be taken in order to reach every node. But if 7 is always enabled beyond a certain
point then it must be fully enabled at every node of the SCS (because of the way
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the enabled splits were done). But then the SCS is not just and would have been
removed. A similar argument can be given for a compassionate transition.

Note that as with most completeness results, the above is not intended as a
guideline to be used in the construction of all proofs, but rather as a indication of
what machinery is sufficient to obtain them in the worst case.

7. Analysis

As presented, the model checking procedure constructs the entire formula tableau
before the exploration of the state space begins. The procedure can be made
incremental in the tableau construction itself. The tableau ®, can be exponential
in the size of ; however, properties to be model checked are usually simple, so the
tableau is small when compared with the system’s state space (even for finite-state
systems).

We can use encapsulation conventions such as those used in verification diagrams
[33, 24]: if f; implies fo, for two nodes (A, f1), (A, f2), then we can make them
subnodes (A, f1) and (As, true) of a larger node labeled with f.

In the case of a temporal safety property ¢ : Op, the only fulfilling SCS in the
tableau for —p is a trivial one, labeled with true, which follows —p-states. The
verification question then reduces to reachability, where fairness constraints are not
relevant. The basic transformations (1 through 8), together with strengthening
with auxiliary assertions, are sufficient in this case (the equivalent of the assertion
graph of [3] can be built). If ¢ is an invariance, the trivial tableau for = is not of
much help; however, for general safety properties (where p is a past formula), the
tableau does provide greater constraints on the state-space to be explored.

For progress properties, where fairness is relevant, we can incrementally identify
transitions that are known to be enabled and disabled at each node. Similarly, we
can incrementally mark the transitions that are known to be executable at each
edge. Some of this work (but not all) may have to be repeated after each split.

PROPOSITION 2 For a finite-state system S, the exhaustive application of transfor-
mations 1-11 terminates, deciding the S-validity of .

Proof: If S is finite-state, we can use a finite-state assertion language A4 with
normal forms (such as that provided by OBDDs). The satisfiability tests required
at the splitting steps are now all decidable, and there will only be a finite number
of distinct nodes. Since every transformation reduces the size of the graph or
replaces a node with more specific nodes (that is, nodes covering strictly fewer
states), the process must terminate. If the SCS list is empty, the original property
 is S-valid; otherwise, any remaining SCS must be adequate, and thus provide a
counterexample. [ |

In this case, the formulas can be encoded using OBDDs [9] or any other finite-
domain constraint language. Representations that combine OBDDs with other
constructs can be used if the OBDD size is problematic.
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In the general case of infinite-state systems, the model checking problem is un-
decidable. Indeed, we are faced with a potentially undecidable satisfiability check
when applying many of the DMC transformations. However, the satisfiability test
used in the DMC rules does not have to be complete. The available theorem-proving
and simplification techniques are not required to give a definite answer at any given
time: if the validity of a formula is hard to decide, additional splits can make sub-
sequent questions easier. (This was, in effect, the approach taken in our example,
where formulas were only known to be unsatisfiable when STeP’s simplification
mechanisms reduced them to false.)

The specialized constraint languages used in Constraint Logic Programming [26]
are usually designed to facilitate such an incremental satisfiability test. Concurrent
constraint programs are reactive programs based on such constraint languages [41],
so they may be particularly amenable to our verification framework. We expect
constraint-solving and propagation techniques to play a central role in the deductive
model checking of large systems, which is yet to be explored in practice.

Deductive Support

The DMC procedure benefits from user guidance in two forms (apart from providing
ranking functions). First, the choice of which refinement transformation to perform
next determines how the state space is explored. Second, the process can be sped
up considerably by refinement steps based on auxiliary formulas provided by the
user, using the general node splitting described in Section 4.1. However, many of
the steps can be performed automatically, with user guidance required only when
the size of the falsification diagram becomes a problem. Decision procedures for
particular domains, such as those used in the PVS [37] and STeP [2] systems, are
very useful in this setting.

Partial Results

Even when the model checking effort is not completed, the resulting falsification
diagram can be used to restrict the search for a counterexample. As is clear from the
soundness proof of Section 5, at any given point the falsification diagram contains
all the possible counterexample computations to the property being checked. The
system can be executed (or simulated) following only paths through the falsification
diagram, in the search for a computation that violates the property. Backward
propagation (possibly approximated—see Section 4.6) can be used to find a smaller
set of initial states that can generate a counterexample computation. A similar
approach is used in [11] to generate test cases for processor designs.
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